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Abstract The Internet of Things (IoT) represents a revolution of the Internet which
can connect nearly all environment devices over the Internet to share their data to
create novel services and applications for improving our quality of life. Using cheap
sensors, the IoT enables various devices and objects around us to be addressable,
recognizable and locatable. Although the IoT brought infinite benefits, it creates
several challenges, especially in security and privacy. Handling these issues and
ensuring security and privacy for IoT products and services must be a fundamental
priority. Users need to trust IoT devices and related services are secure. Moreover,
the IoT safety must be considered to prevent the IoT system and its components
from causing an unacceptable risk of injury or physical damage and at the same
time considering social behaviour and ethical use of IoT technologies to enable
effective security and safety. This chapter provides a discussion of IoT security,
privacy, safety and ethics. It starts by providing an overview of the 10T system, its
architecture and essential characteristics. This is followed by discussing [oT security
challenges, requirements and best practices to protect [oT devices. The IoT privacy is
also discussed by highlighting various IoT privacy threats and solutions to preserve
the privacy of IoT devices. The IoT safety, ethics, the need for the ethical design and
challenges encountered are also discussed. In the end, smart cities are introduced as a
case study to investigate various security threats and suggested solutions to maintain
a good security level in a smart city.
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1 Introduction

Currently, the Internet of Things (IoT) has become one of the hottest topics
among researchers and experts. It is considered a universal presence that allows
all objects/things in our environment to be connected over the Internet with the capa-
bility to interconnect with each other without human intervention. The IoT involves
a variety of objects that can be connected using either wireless or wired networks.
These objects have a unique addressing scheme that allows them to interact and
cooperate with each other to create novel applications and services such as smart
homes, smart transportation, connected cars, smart grids, smart cities, smart traffic
control and others [1].

The social acceptance of IoT applications and services is strongly depending on
the trustworthiness of information and the protection of private data. Since the IoT is
acomplex, distributed and heterogeneous system in nature, it faces several challenges
regarding security and privacy. Currently, building an effective and reliable security
technique is one of the highest priorities to consider [2]. Although a number of
researchers have introduced several solutions to the security and privacy issues, a
reliable security technique for the IoT is still in demand to satisfy requirements of
data confidentiality, integrity, privacy and trust [3].

In addition, the IoT safety is considered to be one of the highest significances
to prevent the IoT and its elements from producing physical damage or undesirable
threat and protect the surrounding environment from such damage. Building the IoT
system with embedded safety and reliability features should be considered to create
new design architectures that provide a safe and reliable system environment [4]. In
addition, there is a need to develop an ethical framework that ensures the IoT is used
for the good of humanity and not the other way around. A strong ethical standard
will motivate companies to design smarter and more inclusively products to avoid
algorithmic issues and ensure global connectivity.

The main objective of this chapter is to provide an overview of IoT security, pri-
vacy, safety and ethics. It starts by discussing the architecture and essential character-
istics of the IoT system. This is followed by investigating IoT security by highlighting
security requirements, security by design, security attacks and security challenges
of the IoT system. IoT privacy with investigating privacy threats and suggested solu-
tions are also discussed. Also, IoT safety and ethics are investigated by highlighting
the need for ethical design and ethics challenges in the IoT system. In the end, a
case study of the smart city is introduced to discuss security threats and suggested
solutions in the smart city context.

The rest of this chapter is structured as follows: Sect. 2 provides an overview of
the IoT system; Sect. 3 discusses IoT security; Privacy issues and suggested solutions
are discussed in Sect. 4; Sect. 5 discusses IoT safety; the need for ethical design and
ethics challenges in the [oT are presented in Sect. 6; Sect. 7 discusses security issues
and suggested solution in the smart city context; Sect. 8 is the conclusion.
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2 An Overview of IoT

This section provides an overview of the IoT system by discussing IoT definitions,
its layer architecture and essential characteristics.

2.1 IoT Definition

The IoT system has evolved to involve the perception of realizing a global infrastruc-
ture of interconnected networks of physical and virtual objects. These objects/things
are interconnected using either wired or wireless networks to share information
between various [oT devices to create novel applications and services [5].

Originally, the notion of the IoT was initially presented by Kevin Ashton, who is
the originator of MIT auto-identification centre in 1999 [6]. Ashton has said, ‘The
Internet of Things has the potential to change the world, just as the Internet did.
Maybe even more so’ [6]. Later, the IoT was officially presented by the International
Telecommunication Union (ITU) in 2005 [7]. The IoT has been defined by many
organizations and researchers. However, the definition provided by ITU in 2012 is the
most common. It stated: ‘a global infrastructure for the information society, enabling
advanced services by interconnecting (physical and virtual) things based on, existing
and evolving, interoperable information and communication technologies’ [8].

In addition, Guillemin and Friess [9] have suggested one of the simplest definitions
that describe the IoT in a smooth manner, as shown in Fig. 1. It stated: ‘The Internet
of Things allows people and things to be connected Anytime, Anyplace, with anything
and anyone, ideally using any path/network and any service’. Several definitions were
suggested by many researchers describing the IoT system from different perspectives
but the important thing that majority of researchers have agreed on the IoT is created
to increase information sharing that leads to a better world for all the human beings.

2.2 IoT Essential Characteristics

The IoT represents a promising technology that aims to improve people’s quality of
life by generating new applications that facilitate people daily activities. For the IoT
system, there are a set of common features, which include the following:

e Large Scale: IoT devices are increased in billions. This large-scale network of
devices needs to be controlled to allow devices to communicate with each other. In
addition, this large-scale network generates a huge amount of data which produce
a critical issue regarding data interpretation and analysis.

¢ Intelligence: Combining sophisticated software algorithms with hardware allow
IoT devices to become smart. These intelligence abilities allow IoT devices to
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Fig. 1 The IoT can connect anything anywhere using any path

make intelligent decisions in various situations and interact intelligently with other
communicating devices.

e Sensing: Sensors are the main part of the IoT system which are used to perceive
changes in the surrounding environment and create data that reveal their status.
With various sensing technologies, sensors provide a good understating of sur-
roundings and increase human awareness about the physical world [8].

o Complex System: The IoT system consists of billions of heterogamous objects
with different hardware and software capabilities that make the management pro-
cess a very difficult task to accomplish especially with constraints associated with
memory, energy and time.

e Dynamic Environment: The IoT has the ability to connect almost all objects of
our environment without having to determine the IoT network boundaries which
make it a dynamic system in nature. Also, IoT devices can operate and be adjusted
dynamically based on changing conditions and situations.

e Massive Amount of Data: As IoT devices are in billions. These devices sense
their surroundings and generate a huge amount of data which make it one of the
sources of what is called Big Data.

e Heterogeneity: The [oT system involves billions of devices with heterogeneous
features such as operating systems, platforms, communication protocols and oth-
ers. These heterogeneous features make the management operation a complex task
to perform.
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e Limited Energy: Most IoT devices are small and lightweight with limited
resources, so they are designed to work with minimal energy consumption.

e Connectivity: One of the main features of the [oT system is the ability to connect
various devices with different characteristics and use their shared information to
create novel applications and services.

e Self-configuring: Devices are configured to perform a certain operation. But for
IoT devices, they have the capability of self-configuring that enable them to operate
without human intervention. IoT devices could configure themselves to the up-to-
date software in association with the device manufacturer without user involve-
ment.

e Unique Identity: Within the IoT network, each IoT object is identified and recog-
nized using a unique identifier such as the IP address. These identities are provided
by IoT manufactures to use it to upgrade devices to the appropriate platforms. In
addition, these devices have interfaces that enable users to collect the required
information from the devices, record their status and manage them remotely.

e Context awareness: In the IoT environment, there are multiple sensors that sense
their surroundings, collect and store the required information, these sensors may
take decisions based on collected data which make it a context aware.

2.3 IoT Architecture

IoT World Forum (IWF) architecture committee released an IoT reference model in
October 2014 [10]. This model works as a common framework to help the indus-
try to accelerate IoT deployments. This reference model is intended to consolidate
and encourage the collaboration and development of IoT deployment models. It is
designed as seven layers so that each layer provides additional information for estab-
lishing a common terminology, as shown in Fig. 2. It also classifies where various
kinds of processing are operated through different layers of the IoT reference model.
In addition, this model enables various manufacturers to produce IoT products that
are compatible with each other, which convert the IoT from a conceptual model into
a real and approachable system. Layer 1 is the physical layer. It contains physical
devices and controllers that manage various objects. These objects represent things
in the IoT that involve various types of devices that send and receive information,
for instance, sensors that collect information about the surrounding environment
[11]. Communications and connectivity are in layer 2. This layer is used to inter-
connect different IoT things with each other using interconnection devices such as
switches, gateway, router and firewalls. Layer 3 is edge computing. This layer takes
date coming from the connectivity layer and converts it into information appropriate
for storage and higher level processing. At this layer, the processing components
work with a huge amount of data and it may execute some data transformation to
reduce the size of data. Layer 4 is the data accumulation. This layer is concerned with
storing data coming from different IoT devices. This data is filtered and processed
by the edge-computing layer that absorbs large quantities of data and places them in



128 H. E. Atlam and G. B. Wills

Collaboration & Processes Layer 7 - Involving People & Business
Processes

Layer 6 — Reporting, Analysis and Control

Data Abstraction Layer 5 — Aggregation and Access

Layer 4 - Big data and Storage of Things
Data

Layer 3 — Data Elements Analysis &

Edge Computing Transformation

Layer 2- Communications & Processing
Connectivity Units, Protocols, Networks, M2M, etc.

Layer 1- Devices, Sensors, Controllers,
Physical Devices & Controllers etc.

Fig. 2 The IoT reference model according to IWF, drawn from data provided in [13]

storage to be accessible by higher levels. Different types of data in various formats
and from heterogeneous processors may come up from the edge-computing layer for
storage. The data abstraction layer aggregates and formats stored data in a way that
make them accessible by applications in a more manageable and efficient way. Layer
6 is the application layer. This layer is concerned with the information interpretation
of various IoT applications. This layer encompasses a variety of applications that
use IoT input data or control 10T devices [10]. The collaboration and processes are
in layer 7. This layer identifies individuals who can communicate and collaborate to
make the IoT system more useful. It also involves various applications to exchange
data and control information over the Internet.

3 IoT Security

Majority of researchers and experts have confirmed that securing the IoT system
is one of the most serious challenges that stand in the way of successful adoption
of IoT devices. The value of the IoT system comes from connecting all small and



IoT Security, Privacy, Safety and Ethics 129

large systems together and allowing them to communicate with each other over the
Internet.

Since the IoT is a dynamic system in nature in which every poorly secured object
can disturb the security and resilience of the entire system as they are connected like a
chain. The ease of connection and access of IoT devices open doors for severe security
issues especially with the large-scale distribution of heterogamous devices, their
ability to connect to other devices without requesting permissions or even notifying
their owners and probability of flooding these devices with severe security threats
[12].

Handling security challenges in the IoT context should be a fundamental priority
to increase adoption of IoT applications. Users need to be fully confident about
the security of their IoT devices and related applications. They need to ensure that
their devices are totally secured from various known threats as they become more
integrated into people daily life’s activities [13].

3.1 Security Requirements for IoT

Security of the IoT system can be assessed by employing classical security and
risk analysis measures [14]. Typical CIA (Confidentiality, Integrity and Availability)
security requirements should be employed in the IoT system.

Confidentiality means exchanging messages between a sender and receiver should
be protected against any malicious or unauthenticated user [15]. For the IoT system,
confidentiality need not only to be guaranteed inside the communication network but
also when transmitting messages between various IoT devices. Integrity is used to
guarantee the content of messages exchanged between the sender and receiver which
is protected against any manipulation by an intruder without the receiver being able
to track this manipulation. In the IoT system, the integrity check can be carried out
at each node involved in the message exchange between the sender and receiver.
Auvailability is used to guarantee that a malicious user is not capable of disrupting or
harmfully affecting communication or quality of service provided by IoT devices or
communication network [16].

Although CIA is essential for the IoT, there are other security requirements that
are needed to be implemented for each level of the IoT architecture, as shown in
Fig. 3. Node authentication is the main security issue for the physical layer to avoid
unauthenticated node access and keep the communication channel between IoT nodes
safe from any type of attack. Lightweight cryptographic algorithm and protocol is
an important aspect to encrypt transmitted data especially for resources-constrained
IoT devices [17].

For the connectivity or network layer, communication security measures are
needed as well as identity authentication to prevent illegal nodes. Also, Distributed
Denial of Service (DDoS) attack is common at this level, so there is a need to protect
against DDOS attack in defenceless nodes in this layer, especially it is more severe in
the IoT context [18]. For data abstraction, accumulation and edge-computing level,
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Fig. 3 Security requirements at each level of the IoT architecture

many application security mechanisms are needed to secure data stored in cloud
computing. Strong encryption algorithms are needed besides an updated antivirus.
While for the application and collaboration level, there is a need to adopt authentica-
tion and key agreement to protect user’s privacy. Moreover, education and password
management are essential for information security at this level [17].

3.2 Security by Design for loT

Security by design is a novel approach suggested by several organizations to imple-
ment required security measures in the software and hardware development life cycle
and not after detecting a security breach. The necessity to adopt security by design
becomes essential to protect billions of IoT devices that are poorly secured against
common security attacks. Since these devices are connected to the Internet, they
become a weak point that can be exploited by any security attacker to steal sen-
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sitive information or disrupt the service. Also, the majority of these devices were
built without security built into their system, making them easy targets for security
attackers [1].

Security by design aims to protect the security of devices by the manufacturers.
The user awareness of security has proved that it creates many vulnerabilities and
threats that can affect people lives. Security by design can help the user to understand
IoT security requirements and encourages them to make the right decisions to ensure
their security and safety [19].

The UK government demand security by design in new products to address IoT
security. The government argued that companies should integrate sufficient security
mechanisms into their IoT devices to protect them from potential threats [20]. The
government is also looking into providing incentives for the IoT industry to promote
security by design for vendors and provide more information about built-in device
security for consumers at purchase. Their strategy includes encouraging companies
and developers to build safety features into their products from the beginning, to
ensure connected devices are secure in both the design phase and throughout the life
cycle of various products.

3.3 Best Practice for Securing IoT Devices

Security concerns associated with IoT devices create potential risks in our life. Before
the IoT, a security breach can lead to losing your money, but with IoT, security attack
can literally result in losing your life. Securing [oT devices requires taking a set of
best practices that include the following:

e Hardware Tamper Resistant: Keeping [oT devices isolated and only certain
people have physical access to it are the major steps to make your IoT devices
tamper proof or tamper evident. Also, [oT device hardening with physical security
such as blocking unused ports and covering camera are good points to prevent
potential attackers from reaching your data [21].

e Strong Authentication: Many IoT users still use weak and default passwords
without any update. Manufacturers should ask the customer to update the default
one with strong passwords before using the device. In addition, alternative ways to
recognize devices identity and trust are needed since username and password are
not realistic for every device, especially for Machine-to-Machine (M2M) commu-
nication which starts to grow significantly [22].

e Firmware Updates: 10T devices must be patchable or upgradable with a proper
digital signature. There are several serious threats on the Internet that affect IoT
devices. Vendors and service providers should plan for future upgrades of devices’
software to keep it up to date. These updates required to be accomplished on a
time basis or subject to the importance of the update [23].

e Device Identity Spoofing: The sending and receiving nodes should be identified as
legitimate devices. Therefore, it is significant to secure against IoT device identity



132 H. E. Atlam and G. B. Wills

spoofing since setting and handling unique identities have been difficult for IoT
devices due to their small and lightweight size.

e Dynamic Testing: It is critical for [oT devices to go through testing and create the
least standard measures for security. To test the security of IoT devices, there are
two types; static and dynamic. In contrast to static testing that is concerned with
discovering threats in software, dynamic testing can explore threats and vulnera-
bilities in both hardware and software [21].

e Failover Design: IoT devices should operate appropriately in the case of losing
or disrupting Internet connectivity. However, few IoT devices are built to work
with such failure situations such as the Internet continuity or data disconnec-
tions. Failover design is essential for IoT devices that include user safety, such as
door lock mechanisms, video monitoring, and environmental monitors and alarms.
These devices should have additional features in the case of disconnected opera-
tions [24].

3.4 IoT Security Attacks

The IoT system with distributed and dynamic nature creates weak communication
channels which are used by malicious objects to exploit and open new threats regard-
ing tracking, monitoring and reporting of the users’ actions. The increase of IoT
devices in our community has presented a set of security attacks that need to be
addressed. There are four main types of attacks in the IoT system, physical, soft-
ware, network and encryption attacks. This section provides a brief discussion of
each type of attack and its common examples within IoT systems. Various security
attacks in the IoT system are summarized in Fig. 4.

3.4.1 Physical Attacks

These types of attacks are concerned with the hardware elements of the IoT system
in which the attacker requires to be physically near to the IoT system to run the
attack. These attacks are relatively difficult to achieve because they require expen-
sive substances [25]. Physical attacks can have different forms which include the
following:

e Node Tampering: This attack targets the sensor node by physically damaging it or
even replaces the entire node or part of its hardware to gain the access to sensitive
information [26].

e RF Interference on RFIDs: This attack targets the availability of the IoT sensors.
The attacker uses Radio Frequency Identification (RFID) tag to direct noise signals
using the Radio Frequency (RF) signals used by RFIDs for communication. These
signals interfere with RFID signals which affect the quality of communication
[27].
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Fig. 4 Various security attacks in the IoT system

e Malicious Node Injection: The attacker gains the access to sensitive information
by physically operating a new malicious node between communicating nodes of
the IoT system, which allows the attacker to control all data flow between various
nodes.

e Malicious Code Injection: This type of attack focuses on physically injecting the
IoT node with malicious code that helps to gain access to the IoT system.

e Physical Damage: This type of attack is similar to node tampering in which the
attacker physically damages [oT devices. This type of attack is difficult to achieve
asitrequires the attacker to reach area or building containing [oT devices to destroy
it. The major difference between this attack and node tampering attack is that the
attacker attempts to harm the IoT system directly to affect system availability and
quality of service [26].

e Sleep Deprivation: Most sensors are operated through useable batteries that work
according to sleep routine to enlarge their battery life. The sleep deprivation attack
retains the nodes running at all times which leads to more energy feasting that
results in shutting down of nodes after consuming battery energy [26].

e Social Engineering: The attacker uses the lack of security awareness of users to
manipulate and gain access to the IoT system to collect sensitive information or
to accomplish particular activities to serve his goals.
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3.4.2 Software Attacks

Software attacks are the main cause of most security threats in almost all software
systems. They target the weaknesses and threats found in the system implementation
using its communication interfaces [25]. There are a set of software attacks which
include the following:

e Malicious Scripts: Since the IoT system is linked to the Internet, the attacker uses
this facility to create malicious scripts that aim to gain access to sensitive data or
disturb system availability. These malicious scripts are executed through system
users by wrong [28].

o Phishing Attacks: It is a kind of social engineering attack which targets user login
credentials and other sensitive information through infected emails or phishing
websites.

e Virus, Worms and Spyware: This type of attack is closed to malicious code
injection attack in which the attacker injects the system with malicious software to
gain access to the system, steal sensitive information or disrupt system availability
[28].

e DoS Attack: An attacker can perform Denial of Service (DoS) on the IoT system
across the application layer which affects all users of the IoT network. This type
of attack also blocks legal users and gives the attacker the full access to sensitive
data [25].

3.4.3 Network Attacks

The IoT system is a combination of networks interconnected together to transfer data
between various IoT devices. Network attacks are concerned with the IoT network
in which the attacker does not essentially require to be near to the network for the
attack to operate. There are a set of network attacks which include the following:

e Traffic Analysis Attacks: This type of attack is concerned with sniffing out sen-
sitive data and other types of data due to their wireless features. Moreover, in most
attacks, it is necessary for the attacker to collect some network information before
operating any attacks, and this is achieved by using a traffic analysis attack [29].

e RFID Spoofing: This type of attack is concerned with spoofing RFID signals to
obtain data stored on an RFID tag. Then, the attacker uses the original tag ID to
send his own data to appear to be from the original source, which enables the
attacker to access the entire system as a legal node [30].

e RFID Cloning: This type of attack targets RFID tag by copying its own data to
another RFID tag. Although the two RFID tags have identical data, it does not
duplicate the original ID of the RFID [30].

e RFID Unauthorized Access: Due to the lack of appropriate authentication tech-
niques in most RFID nodes, it is easy to be hacked by anyone allowing the intruder
to read, edit or even delete data on RFID nodes.
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e Sinkhole Attack: This type of attack targets the confidentiality of data and disrupt
network service by discarding all packets instead of forwarding them to the desired
destination [31].

e MITM Attack: Man-In-The-Middle (MITM) attack is operated by placing a mali-
cious node between two communicating nodes which allow it to intercept and
monitor all traffic sent between communicating nodes. Depending on the network
communication protocols of the IoT system, the attacker does not need to be
physically close to the network to run the attack [32].

¢ Routing Information Attacks: Routing table information is used by the network
router to forward data to their desired destinations. Hence, this type of attack targets
this table by spoofing or changing its contents which disrupt network service and
most traffic will be discarded and error messages will be sent [30].

3.44 Encryption Attacks

The IoT system connects all objects through various communication channels. To
protect the communication process, encryption algorithms are used. However, noth-
ing is unbreakable. Encryption attacks are focused on breaching the encryption struc-
ture used in the IoT system [26]. There are a set of encryption attacks which include
the following:

e Side Channel Attacks: This attack targets encryption devices in the IoT system
using certain techniques to reach encryption and decryption keys used in the data
encryption process.

e Cryptanalysis Attacks: If we suppose that the attacker already has the ciphertext
or plaintext, then the attacker’s goal becomes to find the encryption key by breaking
the system encryption structure. There are several forms of cryptanalysis attacks
such as chosen ciphertext, known-plaintext, ciphertext-only and chosen-plaintext
attack [26].

e MITM Attack: For two nodes to communicate with each other on a secure com-
munication channel using an encryption algorithm, they exchange encryption and
decryption key. MITM attack tries to gain the access to this information by inter-
cepting signals sent between two nodes and tries to execute a key exchange with
each node separately, which enables the attacker to encrypt and decrypt any future
signals between communicating nodes [32].

3.5 [IoT Security Challenges

Like all new technologies, security issues are still the biggest problems that stand
in the path of effective developments of the IoT system. There are several security
challenges that need to be addressed to increase people trust in adopting IoT devices.
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This section provides a brief discussion of common security challenges in the IoT
system, as summarized in Fig. 5.

3.5.1 Resource Limitations

Most IoT devices have limited processing and storage capabilities, due to small and
lightweight features which make them run on lower energy. Therefore, sophisticated
security algorithms are not suitable for these constrained devices as they are not able
to execute complex processing operations in real time. Instead, constrained devices
typically only employ fast, lightweight encryption algorithms [33].

3.5.2 BigData

As said earlier, the IoT system involves billions of devices which generate a huge
amount of data. These data are variable in terms of structure and often arrive in real
time. The volume, velocity and variety make storing and analysis process, which
is used to generate meaningful information, a very complex task. The IoT is one
of the main sources of big data. Using cloud computing can facilitate storing this
huge amount of data for a long period of time. However, handling this massive
data is a substantial challenge, as the entire performance of various applications
is significantly dependent on the data management service. Moreover, one of the
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essential aspects of big data is data integrity. Ensuring the security of this huge
amount of data is becoming difficult as data sources massively increased in a way
that more security measures need to be adopted [34].

3.5.3 Authorization and Access Control

Providing an efficient authorization and access control mechanism for the IoT system
is one of the major fundamentals to provide a secure system. IoT devices should
gain access to services or applications only after providing their identities correctly.
However, there are many problems associated with device authentication such as the
use of weak or default passwords that lead to giving access to attackers who can
manipulate device data or even physically damage it. Adopting security by design
in IoT devices, enabling two-factor authentications and enforcing the use of strong
passwords can help to address these challenges [35].

3.5.4 Secure Communication

Securing the IoT devices is not enough to ensure that the full security has been
achieved in the IoT system. Instead, the communication channel connecting various
communicating nodes such as IoT devices and cloud services needs to be protected
from any attack. MostIoT devices send data in the plaintext format without encryption
which make it an easy target to various types of network attacks. Hence, a proper
encryption technique should be employed. Also, using separate networks can increase
security through isolating devices and creating private communication channels.

3.5.5 System Resilience

Resilience is one of the main challenges that need to be addressed in the IoT sys-
tem. System resilience refers to the ability of the system to respond to unpredicted
attacks/situations without regressing. Hence, if some IoT devices are hacked, the
system should be able to protect other network nodes from any attack.

3.5.6 Complex System

The IoT system involves billions of heterogeneous devices which make the manage-
ment of this large-scale network a very difficult task to accomplish, especially with
constraints associated with memory, energy and time. The more devices, people,
interactions and interfaces, the more the risk of security breaches. In other words,
with more variety and diversity in the IoT system, the challenges of managing all
points in the network to maximize security become a difficult operation to achieve

(2].
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4 1IoT Privacy

The IoT growth continues to add billions of new sensors and devices to the Inter-
net, generating an enormous amount of information about people, including their
locations, connections, shopping records, financial transactions, pictures, voices,
conversations, health state, etc., with or without their consent. This huge amount of
information makes retaining our privacy a difficult task [36].

The privacy in the IoT system can take many forms, but first, we need to define
what privacy means. According to Westin [37], the privacy is defined as ‘The claim
of individuals, groups, or institutions to determine for themselves when, how and to
what extent information about them is communicated to others’.

Privacy is a notion that is associated with four main elements: information, com-
munications, body and territory. Information privacy is related to various types of
personal data collected and processed by an organization, such as financial and med-
ical information, while the privacy of communication is concerned with protecting
data sent between two communicating nodes using any communication medium.
Body privacy is concerned with people’s physical safety alongside any outside dam-
age, whereas territorial privacy is concerned with building limits on physical space
such as home, workplace and public places [38].

In the IoT context, protecting people privacy has become a very difficult task to
achieve. This is because the data collection process is more passive, pervasive and
less intrusive, which leads to making users less aware of being tracked. The potential
risk of losing control over personal information is defined as a privacy threat. This
threat is usually one of the key concerns of users and has an important effect on the
adoption level of any new technology [39].

4.1 IoT Privacy Threats

One of the important characteristics of the IoT is the capability of objects to perceive
and sense their environment. But this capability leads to tracking and monitoring
user actions and activities which violate user privacy and results in many problems
that can literally lead to losing people lives. This section provides a discussion of
common privacy threats in the IoT system.

4.1.1 Identification

The IoT system is pervasive in nature that allows devices to sense and collect various
types of data about users and their interactions with the environment. Typically, these
data are processed at service providers, which are located outside of users’ control.

Identification is the threat of relating an identifier (e.g., name, address) with pri-
vate data about an individual. In the IoT, new technologies and interconnection of
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various techniques expand the threat of identification [40]. The use of a surveillance
camera, in non-security contexts, is an example of such techniques, where customers’
behaviour is studied for analysis and marketing. To address this issue, attribute-based
authentication is recommended to minimize the data a device can collect in the IoT
and maintain control over the disclosure of data.

4.1.2 Localization and Tracking

Localization and tracking are the threats of specifying and recording a person’s
location through time and space by different means such as cell phone location,
Internet traffic or GPS data [40]. The availability of massive and complete spatial
and spatiotemporal data has led to an increasing interest in using geographic data
and incorporating spatial information analysis.

With the progress of the IoT system, several influences would apparently amplify
the localization threats such as the expansion of location-aware applications and
improvement of their accuracy, the ubiquity of data collection technology and inter-
action with IoT devices that record the identity, location and activity of the user.

4.1.3 Profiling

Profiling is the process of collecting and processing data about individuals’ activities
and actions over long periods to classify them according to some feature. The infor-
mation is usually collected without permission from users and integrated with other
personal data to create a more complete profile. Profiling is currently used in a large
range of domains, for example, e-commerce, targeted advertising and credit scoring
[41]. One of the risks associated with profiling is that personal information may be
exposed to other users, as other users who share the same computer and browser may
view one’s targeted advertisement. Moreover, many users are disturbed by the mere
awareness of being watched and tracked.

With the growth of the IoT, data collection incredibly increases quantitatively
due to the explosion of data sources and connected devices. Furthermore, data will
change also qualitatively as data is collected from previously inaccessible parts of
people’s private lives, for example, data collected by wearables and different devices
at home [40].

4.1.4 Life-cycle Transitions

This kind of privacy threat refers to the disclosure of private information where the
owner of a customer product is changed during its life cycle. Since consumer products
that hold private information such as smartphones, cameras and laptops are mostly
under the control of the same owner during their entire life cycle, this problem is not
observed very often. However, as more and more everyday things will be connected
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and will contain private data, the risk for privacy disclosure due to change of owner
will increase [42].

4.1.5 Inventory Attack

Inventory attacks are related to the illegitimate gathering of information about the
existence and characteristics of things in a specific place. Inventory attacks can
usually be performed by using the fingerprint of IoT devices, for instance, their com-
munication speed, reaction time and so on. If the promise of the IoT will be fulfilled,
all smart things will be addressable over the Internet, opening the opportunity for
unauthorized entities to exploit this and create an inventory list of things belonging
to a target. An inventory attack could be used for profiling individuals, since owning
special items disclose private information about the owner [40].

4.1.6 Linkage

Linkage threat refers to uncontrolled disclosure of information due to combining
separated data sources and linking different systems. Integrating various types of
information about the individual reveals new facts which are not expected by the
owner. The revealed information is considered a privacy breach [41].

Within the IoT context, the linkage threat will be increased due to integrating
different organizations that establish a more heterogeneous and distributed system
which will increase the system complexity and makes data collection operation less
transparent [40].

4.2 Privacy-Preserving Solutions for IoT

Preserving the privacy of IoT devices should be one of the main priorities for the suc-
cessful adoption and development of the IoT system. There are several approaches
which have been suggested to preserve privacy. This section provides a brief discus-
sion of these approaches to address the privacy issue in the [oT system.

e Privacy by Design: One valuable key to preserving privacy in the IoT environment
is the privacy by design. The IoT customers should have the required features
to control their own information and define who can access it. Currently, some
companies use a sort of agreement that allows certain services to access data as
desired. Therefore, built-in tools to preserve user’s privacy are required to be built
as an essential part of any product.

e Privacy Awareness: One of the main problems of privacy violation is the lack
of public awareness. IoT users have to be fully aware of how to keep themselves
protected against any types of privacy threats [43].
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e Data Minimization: IoT service providers should employ the concept of data
minimization by reducing personal data collection to only what is related to the
service they introduce. They also need to retain the data only if they need it for
the service [44].

e Cryptographic Techniques: One of the main solutions to preserve the privacy
in IoT devices is employing the appropriate cryptographic technique to encrypt
data. However, with limited storage and computation resources in IoT devices,
this solution may be difficult to achieve [45].

e Data Anonymization: Itis necessary after data collection that all unique identifiers
such as social security number and driving license numbers should be removed
from data records to remove the identity of the individuals in databases.

e Access Control: Providing an efficient access control model for the IoT system
to enable smart things to provide fine-grained decisions is one of the solutions for
preserving the privacy of IoT users.

5 IoT Safety

The IoT safety is one of the highest priorities to prevent the IoT system and its
elements from producing physical damage or undesirable threat and protect the
surrounding environment from such damage. In addition, safety-critical operations
should be protected to maintain reliability in the IoT system. Ensuring safety and
reliability in the [oT system is not an easy task. It requires not only building a con-
sistent application but also developing new design approaches. Safety and security
affect each other. Safety is concerned with physical damage of IoT devices and its
surroundings. It is obvious that the physical system attached to a computer system
generates a larger surface attack than a pure computer system. It also provides side
channels attacks that enable intruders to detect and manipulate the computer system.
Moreover, safety issues amplify the magnitudes of traditional security attacks [46].

Safety and security are integrated together at the design phase of the product life
cycle and at runtime check for either physical system or computer system. Since
IoT devices are connected to the Internet and new threats are exploited every day,
a runtime check is more important to identify new threats and looking for the best
method to mitigate against. Hence, the system needs to be monitored during operation
to detect various threats [46].

The safety in the IoT system should be considered since a device may work
safely in normal use, but if the device is hacked, the attacker will try to manipulate
the functionality of the device causing harm to objects controlled by the device or
compromise people approaching into contact with it [47].

There are serious safety issues coming with open and unused ports of IoT devices
as it allows attackers to inject malicious codes causing damages to devices especially
safety-critical devices. Therefore, this issue should be addressed in future product
design to maintain physical security and safety of IoT devices.
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6 IoT Ethics

Ethics is a branch of philosophy that defines human conduct and behaviour in the
society. Ethics considers what is morally right or wrong, just or unjust, while ratio-
nally justifying our moral judgments. Ethics in the IoT context deal with defining
the correct regulation for human activities towards others and themselves; hence,
ethics can be considered as a way to define what is good and bad, right and wrong.
With the IoT growth, it will possibly give rise to other moral dilemmas, especially as
the technology continues to outperform the development of regulations and policies.
The IoT will change everything about how society works and plays. Therefore, there
is a need to develop an ethical framework that helps ensure the 10T is used for the
good of humanity and not the other way around.

Due to the complexity, heterogeneity and large scale of the IoT system, new ideas
and thoughts should be presented to define the appropriate regulation and policies
for this complex environment. Ethical issues in the [oT are mainly caused by the
expansion of IoT technologies [49]. In addition, as the community continues to
explore the risks and opportunities associated with loT-driven systems, attention to
transparency and the ethics of these systems’ use and behaviour needs to be a core
part of the discussion. In addition, building ethical frameworks are needed to help
to understand what is appropriate and inappropriate and what is good and bad. The
mechanisms that enforce ethical IoT frameworks need to be relevant to an ecosystem
that includes humans, autonomous and self-determining systems, devices, and virtual
and physical environments [50].

A strong ethical standard will motivate companies to design smarter and more
inclusively to avoid algorithmic issues and ensure global connectivity. When it comes
down to it, every company is responsible for maintaining an ethical IoT foundation
or consumers will deny access to their information resulting in a data deficit for com-
panies. To get this right, leaders must consider the capacity of their IoT technology
and how they can expedite access worldwide [48].

6.1 Ethical Design for IoT

With billions of IoT devices, the amount of data generated by these devices will be
unpredictable. Integrating this amount of data with innovations and developments of
efficient and effective big data analytics tools will change the people thinking about
IoT and the huge economic progress that can be achieved using this data. On the
other hand, there is still a lack of the appropriate ethics that regulate how these data
can be collected without violating people’s privacy. Therefore, an ethical design for
future IoT devices and services is required to open various ethical options for users
within the digital platform and make it act as an added value where user pay for it if
he/she is willing to apply [48].
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The ethical design in the IoT products is used as a means to authorize IoT con-
sumers to manage and protect their personal data and other related information. In
other words, IoT users will have the complete freedom to define their own ethical
choices while interacting with IoT devices. All various ethical options and choices
will be embedded in the algorithms that are created by programmers and develop-
ers. These choices will include different degrees of privacy and data protection to
allow users to choose what is best for their purposes [50]. Since providing these new
features are not free, an ethical IoT device will include additional cost to involve
the implementation and deployment of ethical framing and ensure a higher level of
freedom to IoT users. It will be available for users to decide to pay for these new
ethical features or not [51].

According to W. Pollard [52], IoT devices involving ethical design should have
the following features:

— The ability to manage and control the collection and distribution of personal data
or services.

— The ability to apply different rules and policies regardless of time and space.

— The ability to support dynamic contexts such as home and office.

— The ability to observe, recognize and support relationships that need ethical
options.

6.2 Ethics Challenges in IoT

Although the IoT system has been widely accepted in our society and billions of
devices are existing, there are several issues to apply ethics in the IoT context. These
challenges include the following:

e Owner Identification: The accurate identification of the owner of the data col-
lected in a typical IoT system is difficult to define. Collecting various types of
data without the user’s consent or permission is a critical issue that needs to be
addressed in the IoT system.

e Public and Private Border Line: The IoT system involves multiple sensors that
collect both public and private data. In the absence of well-defined boundaries
for users’ information, the line between private and public information must be
cleared and defined in various IoT applications.

e People’s Life Attacks: In a pure computer system, the security breach can lead
to data loss or physical damage to the computer system. While in the [oT system,
as all our environment including our home, car, smart meter, etc. are connected
within the IoT network, the IoT breach can literally affect people lives directly.
For instance, an attacker can control home energy and cause serious damage to
people living in that home [53].
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7 Case Study: Smart Cities

The concept of a smart city is used to describe the better use of public resources
to improve people quality of life using the unlimited benefits provided by the IoT
system and at the same time decreasing operational costs of public administrations.
The IoT provides numerous advantages in controlling and optimizing public services,
such as lighting, maintenance of public areas, transport and parking, preservation
of cultural heritage, surveillance and garbage collection. Moreover, with multiple
sensors existing everywhere and different types of data collected from these devices,
people awareness can be improved regarding the status of their city and encourage
the active participation of the citizens in the management of public administration
[54].

In this section, we provide the smart city as a case study to discuss different
security threats and suggest novel solutions to mitigate against.

7.1 Security Threats in Smart Cities

Like all other IoT applications, smart cities provide an extensive range of vulnera-
bilities that can be exploited by attackers and other malicious actors causing serious
damage to either people or physical devices. The security threats in the context of
a smart city should not be ignored as it can affect productivity and efficiency of
services provided by the smart city. There are several security threats in smart cities,
some of the most common threats involve the following:

e Data and Identity Theft: Data created by unprotected smart city infrastructures
such as parking garages and surveillance can be used to provide attackers with a
huge amount of data to steal personal information that can be exploited for fake
transactions and identity theft.

e MITM Attack: It is one of the common threats in smart cities in which an attacker
injects a malicious node between two communicating nodes to steal conversation
information. In smart cities, MITM attack on a smart valve can be used to inten-
tionally cause wastewater overflow.

e Device Hijacking: In this type of attack, the attacker captures and controls a certain
device without changing its basic functionality which makes it very difficult to be
detected. In a smart city context, an attacker can exploit hijacked smart meters to
launch ransomware on energy management systems [53].

e Insecure Hardware: Sensors are the starting point of any attack. If they are not
tested appropriately, they will create major threats to the entire IoT system. The
lack of hardware standardization of IoT devices creates several weak points that
can be exploited by attackers.

e Larger Attack Surface: The large scale of a smart city network creates a large
attack surface. Since smart cities contain thousands of systems and devices to
control various services, any device in the smart city network is vulnerable and
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can be attacked at any time. In addition, attacking a single device can possibly
compromise the entire network [55].

e Software Bugs: Since smart cities contain thousands of systems and devices,
a simple software bug can have an enormous effect on the system devices and
applications.

7.2 Security Solutions for Smart City

Providing various security mechanisms to secure a smart city is a mandatory opera-
tion to keep the innovation of new services and applications that improve people lives
and the quality of their lives. There are a set of security solutions for building a secure
smart city. These solutions involve: mutual authentication, security monitoring and
analysis, and data integrity and confidentiality. This section provides an overview of
these security solution. In addition, Table 1 provides a summary of various security
threats in different sectors of smart cities and suggested solutions.

e Mutual Authentication: Various types of devices connected to a smart city net-
work should be authenticated before any data transmission occurs. This will val-
idate the identity of communicating devices and ensure only legal devices are
permitted to send and receive data. So, mutual authentication, where two entities
device and service validate their identity to each other, can help to protect against
malicious attacks [56].

e Security Monitoring and Analysis: The system data should be captured and
monitored to detect potential security violations or potential security threats. Once
asecurity threat is detected, appropriate actions according to system security policy
should be performed [53].

e Data Integrity and Confidentiality: Smart cities use data to improve services
and quality of life for citizens. This data should be reliable and accurate. In other
words, integrity measures should be employed to ensure data is accurate and no
manipulation occurs through the transmission process. Moreover, security mea-
sures should be employed to protect against the unauthorized disclosure of sensitive
information.

8 Conclusion

The IoT has the capability to connect and communicate with almost all real-world
objects over the Internet to increase information sharing. With the help of sensors,
the IoT has the ability to collect, analyse and deploy a huge amount of data which in
turn will be converted into meaningful information and knowledge that can be used
to create new application and services to improve our quality of life. Security and
privacy are considered to be the major issues in the [oT system. Providing a secure and
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Table 1 Security threats and suggested solutions in smart cities, structured from some data provided

in [55]
Sector Security threats Solutions
Smart building * Systems failure ¢ Two-factor authentication

Controlling the fire system
Altering smart meters
Opening parking gates
Infection by malware
Damaging or controlling the
lifts

Disabling water and electricity
supplies

Threat and risk modelling

IoT forensics

Data backup and recovery
solutions to guarantee reliability
and continuity of services

Smart Transportation

» Sending wrong emergency
messages

Stopping the vehicle’s engine
Changing GPS signals
Disrupting the vehicle’s
emergency response system
Disrupting a vehicle’s braking
system

Misbehaviour detection
solutions

Pseudorandom identities
Public key infrastructure (PKI),
digital certificates (ECDSA)
Data encryption solutions
(ECIES and AES)

Healthcare » Sending wrong information  Secured Wi-Fi networks to
* Sending an emergency alert guarantee safe handling of
* Jamming attacks confidential information and
» Eavesdropping sensitive personal data
information « Risk assessment
* Disrupting the monitoring
system
* Disrupting the emergency
services
Energy » Spoofing addresses and * Intrusion detection and

usernames
Unauthorized access and
controls

Zero-day attacks

Denial of service and
distributed denial of service
(DDoS)

prevention techniques
Risk assessment
Insider threat analysis
Cybercrime intelligence

privacy-preserving IoT system should be a compulsory task to continue its successful
developments in our environment. In addition, safety plays an important role in the
IoT system to provide a safe and reliable system and protect the IoT system and
its components from causing an unacceptable risk or physical damage. In the same
way, ethics and regulations when dealing with IoT data are needed to be defined
since the technology continues to outperform the development of current regulations
and policies. This chapter provided an overview of IoT security, privacy, safety and
ethics. It discussed the architecture and essential characteristics of the IoT system. It
also presented IoT security by highlighting security requirements, security by design,
security attacks and security challenges. IoT privacy by investigating privacy threats
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and solutions to preserve privacy were also discussed. IoT safety and ethics were
also discussed. In the end, a case study of the smart city was introduced to discuss
security threats and suggested solutions to build a secure smart city.
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